Abstract -With the advancement of technology in communication network, it facilitated digital medical images transmitted to healthcare professional via internal network or public network (e.g. Internet). Consequently, digital medical image security has become an important issue when images and their pertinent patient information are exposed to the threats, such as tampering of images to include false data which may lead to wrong diagnosis and treatment. Medical image distortion is not to be tolerated for diagnosis purposes, thus a reversible watermarking is introduced. This paper reviews the works that have done on the reversible watermarking scheme with tamper localization and recovery capability.
I. INTRODUCTION
ith the technological advancement in communication network, exchange of medical images between hospitals has become a usual practice nowadays, it has facilitated teleconferences among clinicians, interdisciplinary exchange between clinicians and radiologists for consultative purposes or to discuss diagnostic and therapeutic measures and for distant learning of medical personnel [1] . Thus, medical images are exposed to an open network, where sensitive patient information is vulnerable to hackers attack. Possible security breaches such as tampering of images to include false data which may lead to wrong diagnosis and treatment. Consequently, medical image security has become an important issue that needs to be address.
Medical images in different radiological modalities such as X-rays, ultrasounds, and MRI contain vital medical information that can be tampered with easily available image processing tools. Thus, their protection and authentication seems of great importance, and this need will rise along with the future standardization of exchange of data between hospitals, or between patients and doctors [2] . Integrity of a medical image can be achieved in three levels [3] :
(1) tamper detection, (2) tamper localization, and (3) Possible recovery by approximating the tampered region. In order to achieve this along with the requirements of medical image needs a watermark to be (1) fragile and blind (2) Reversible or RONI-embedding-based. Hence, fragile watermarking help locate the tampered region with its fundamental property that a watermark becomes invalid for any malicious or unintentional modifications in the watermarked image.
II. DIGITAL WATERMARKING
Digital watermarking is the technology that embeds directly additional information by modifying imperceptible either the original data or some transformed version of them [4] . Generally, digital watermarking consists of three major components [5] :
1. Watermark generator -generates desired watermark(s) for a particular application, which are optionally dependent on some keys. 2. Watermark embedder -Watermark(s) are embedded into the object, sometimes based on an embedding key 3. Watermark detector -detecting the existence of some predefined watermark in the object. It is sometimes desirable to extract a message as well.
A. Watermarking Requirements for Medical Images
Watermarking requirements for medical images are mainly defined in terms of security and privacy, fidelity, and computational properties. 
Fidelity requirements
Guarantee that the watermarked medical images are useable for diagnosis and other clinical uses
Computational properties
Help obtain the cost benefit and feasibility analysis for practical implementation.
B. Design and Evaluation Parameters for Watermarking
All these watermarking requirements (Table I) has define various parameters (Table II) in helping characterize a watermarking scheme design and evaluate the performance of a developing/existing scheme Robustness is defined as the degree of watermarking resistance towards modifications. It could be categorizes to robust, fragile and semi-fragile watermarking schemes, which will be discuss in "Classification of watermarking scheme" section.
Blindness
Blindness in watermarking refers to the ability of a component function (e.g., watermark generation, detection) to work without any original version of input (e.g., image or watermark, etc.).
Non-blindness in detection is used sometimes in developing tamper-recovery watermarking schemes, where the recovery of tampered regions is often difficult to achieve from the watermarked image itself.
Embedding capacity
Embedding capacity is generally measured by number of embedding bits.
High embedding capacity is a key issue in developing annotation or integrity control watermarking schemes [7] , which are generally of fragile or semi-fragile nature to some common image processing.
Research shows that LSB embedding techniques offer comparatively higher embedding capacity [6, 8] .
Invertible / reversible / lossless
Invertible/reversible watermarking is a technique where the watermark can be removed and the image is restored to its original form.
Perceptual Similarity
Perceptual similarity determines the degree of imperceptibility between the original image and its watermarked version, especially in developing an invisible watermarking scheme [9] . Different similarity metrics are used for this parameter such as correlation quality; signal-to-noise ratio (SNR), peak SNR (PSNR), weighted PSNR, mean square error; structural similarity (SSIM), mean SSIM; and normalized cross-correlation (NCC).
In medical image watermarking applications, perceptual similarity must be very high to avoid any risk of misdiagnosis Security Security requirements of watermarking include the legitimate access, use, disclosure, disruption, modification, or perusal of the watermarking system. Error Probability Error probability is another important parameter for assessing detection performance of a watermarking scheme.
Some of the important and commonly used error probability metrics are bit error rate, false-positive rate, false-negative rate, etc.
C. Classification of Watermarking Scheme
Digital watermarking schemes can be broadly classified into four categories, namely, Robust, Fragile, Semi-fragile and Reversible. Imperceptibility, low embedding distortion and security are the common requirements of all classes; each different category of scheme has different characteristics and, thus, is suitable for different applications. For example, while robustness is an essential requirement for copyright applications, it has no role in most authentication applications. This section provides a brief explanation of each of these schemes along with application areas where they can be applied (Table III) . In summary, robust watermarks are generally used for copyright protection and ownership identification because they are designed to withstand attacks such as common image processing operations. In contrast, fragile or semi-fragile watermarks are mainly applied to content authentication and integrity attestation because they are fragile to attacks, i.e., it can detect any changes in an image as well as localizing the areas that have been changed.
Fragile watermarking techniques for image authentication can be divided into two categories based on embedding and retrieval criteria [10] : 1) Spatial domain watermarking -the watermark code is embed into the LSBs (Least Significant Bits) of the image. Since a change in LSB corresponds a change in I unit of image gray value, its modification is not perceivable by human eyes. 2) Transform domain watermarking-based on discrete cosine transform, discrete Fourier transform, and discrete wavelet transforms.
Watermarking in spatial is simple and faster but vulnerable to compression, geometric distortion, and filtering as compare to transform domain in relative of its computational time and complexity [5, 10] .
III. TAMPER LOCALIZATION, REVERSIBLE AND RECOVERY WATERMARKING
The purpose of medical image security is to maintain privacy of the patient information in the image and to assure data integrity that prevents the image from tampering (Cao et al., 2003) [11] . Watermarking can be used in medical images to prevent unauthorized modification by authenticating the content of the image. Tamper localization capable watermarking scheme can detect and locate modification of pixel values on the image. The tampered area can be recovered by retrieving the original pixel values that were stored on the image itself as a watermark. Tamper localization is useful for deducing the motive of the tampering and whether any modification is legitimate. 
Tamper Localization
Able to detect damage/modification and their location. [10] .
Recovery
Recovery of the tampered region is useful in order to recover attacked images, know exactly what had been tampered and the motive of the tampering [10] .
Removal attack is a crucial problem to medical images. This attack category includes compression, noising, sharpening and histogram equalization [10] .
Guo and Zhuang [12] suggested three ways to overcome the distortion induced in images by watermark embedding. They are:
1. Defining acceptable range of distortion for watermarking; 2. Separating an image into protection zone and insertion zone such as ROI (region of interest) and RONI (region of noninterest); and 3. Considering watermarking as an invertible manner to recover the original image at the watermark decoder site. Hence, ROI indicates the region significant for diagnosis and other clinical uses, and RONI indicates the complementary region of ROI, which has lesser or almost no significance in diagnosis.
Zain et al. [13] has defining an acceptable range of distortion for watermark embedding through clinical validation, which is expensive. In contrast, separation of ROI and RONI in medical images is not straightforward and may require the interaction/approval of doctor/radiologist. In addition, making such separation is sometimes very difficult, although it is applied in several watermarking schemes [14, 15] 
IV. REVIEW OF DIGITAL WATERMARKING ON MEDICAL IMAGES
Digital watermarking is used to ensure the integrity of medical images by providing tamper protection even when the images leave the network. It is because digital watermarking enables authentication information such as the metadata to be embedded into the medical images as visually unperceivable watermark payload and maintain medical image's authenticity and integrity beyond the point of internal network. A number of digital watermarking techniques for medical images have been reported. These watermarking techniques can be broadly categorized into non-reversible and reversible watermarking. Reversible watermarking has been more widely implemented because of the clinical need which requires original medical images to be studied during diagnosis.
As digital medical images can be easily modified [16] , it is important to identify whether images have been altered and be able to localize regions that have been tampered. Watermarking techniques with tamper detection and localization capability that allow the recipient to detect whether tampering of the medical image has occurred and to locate the tampered regions in the image have been reported.
One of the earliest researches in medical image watermarking is done by encrypting patient information and embeds it into CT scan images (Anand & Niranjan, 1998) [17] . Macq and Dewey (1999) had proposed implementation of a reversible watermarking on DICOM images [18] . Each image contains a header that has the patient's name, date and referring physician. The root of the header is hashed and hash value is embedded into the image as a watermark. Wakatani (2002) had proposed a method of embedding watermarking information into non ROI (Region of Interest) to avoid distortion the image data [19] . Shih and Wu (2005) took the research further by compressing ROI with lossless compression and the rest with lossy compression [20] . A robust watermarking based on genetic algorithm is then embedded around the ROI. Jasni (2005) proposed a reversible watermarking technique called SAW (Strict Authentication Watermarking that embeds digital signature into image data in the ROI [21] . Zain and Fauzi (2006) developed a tamperdetection method which was achieved through block-based inspection of image block using parity checks in a multi-level hierarchical manner [13] .
Guo and Zhuang (2008) reported a new region based lossless watermarking scheme with a tamper localization capability [12] . In their method, a region of authentication was partitioned into small non-overlapping regions in a multi-level hierarchical manner, and the digital signatures of these regions were then used to realize tamper localization. To achieve tamper detection, Chang et al. (2008) calculated the average pixel value of each non-overlapping block and encoded the value by using a symmetric key cryptosystem. This information was then decrypted at the recipient end to check for tampering [22] . In addition to detecting tampered regions, Wu et al. (2008) proposed a near lossless tamper detection and recovery technique by dividing medical images into blocks, and each block will be embedded with authentication message and recovery information of other blocks [23] .
Sung etc al. (2008) proposed a dual watermarking scheme by combining robust and fragile watermarking techniques. Robust watermarking is resistant to possible attacks such as image processing [24] . Fragile watermarking can be easily destroyed or undetectable after modification is done on the image. But fragility is an advantage, where it can be used for authentication. The proposed scheme is done by embedding fragile watermark into the result of robust watermarking. In order to prevent interference with the medical image, watermark is embedded by avoiding ROI (Region of Interest). The proposed scheme can provide high robustness against median filter attack compared to other attacks.
Research by Fotopoulos, Stavrinou and Skodras (2008) had implemented a reversible RONI (Region of Non-Interest) for brain MRI scans [2] . ROI is defined by using a rectangle that contains the whole head shape and is inserted in the RONI. In addition to other research, the embedding process in the RONI is adaptable. If RONI has enough space, the ROI is compressed in a lossless way and if not it is compressed in the best possible way before embedding occur.
The practicality of watermarked medical images had been tested. Jasni, Abdul & Azian (2006) performed clinical evaluation of 225 medical images that was embedded with 256 bits watermark on RONI (Region of Non Interest) and 480K bits in both RON and ROI [21] . The results show that watermarking did not alter the clinical diagnosis and safe in terms of preserving image quality.
Liew (2010) proposed a reversible watermarking scheme by dividing image into ROI (Region of Interest) and RONI (Region of Non-Interest) [10] . ROI is the significant part of the medical images that is used by doctors to diagnose the patient, and RONI is the area outside the ROI. Watermarking for tamper detection and recovery is done in the ROI area based on Jasni's scheme [21] . The original Least Significant Digits (LSBs) that are removed in watermark embedding process is stored in RONI after compression. The stored LSBs later can be used to restore the image to its original bits value so the watermarking scheme can be reversible.
V. LIMITATION OF DIGITAL WATERMARKING
Coatrieux et al. [25] discussed two limitations of reversible watermarking:
1. It imposes the watermark removal before the diagnosis, and 2. It assumes a secured environment because, once the watermark is removed, the image is not protected anymore like in cryptography. All these suggest that a combination of suitable type of watermarking schemes, where the concept of multiple watermarking stems from, can be developed in order to address the rising security problems of medical images in teleradiology [26] .
There has been a number of works about integrity and authenticity of medical images, however, most of them deal only with single frame images so far and do not offer a satisfactory solution for multiframe modalities, like X-ray angiography (XA) or intravascular ultrasound (IVUS). Moreover, few address the issue of performance, whose importance grows together with the size of the image. An IVUS sequence holding 1,000 images may be as big as a 100MB file. Securing large files in an adequate time is necessary for its viability in a real environment. The researchers who have deal with multiframes/volumetric modalities are as following:-Kobayashi (2009) proposed an algorithm using cryptographic mechanisms to achieve viable integrity and authenticity of n-frame DICOM medical images [27] . This algorithm uses data encryption to provide integrity and authenticity, along with digital signature. Relevant header data and digital signature are used as inputs to cipher the image. Therefore, one can only retrieve the original data if and only if the images and the inputs are correct. The encryption process itself is a cascading scheme, where a frame is ciphered with data related to the previous frames, generating also additional data on image integrity and authenticity.
Tan, Ng, Poh, Guan and Sheah (2011) presents a fully reversible, dual-layer watermarking scheme in which tamper detection and localization was developed based on verifying cyclic redundancy check (CRC) in a block by block manner [28] . Dou, Poh and Guan (2012) have introduced an improved version that exploits the 3-D property of volumetric DICOM images. This developed technique has significantly reduced the processing time as compare to dual-layer watermarking scheme and it has improve tamper localization without compromising its ability to ensure authenticity [29] .
VI. DISCUSSION AND CONCLUSION
With the technological advancement in information and communication network, it has facilitated healthcare professionals across the world to seek high-quality diagnosis or second opinions by enabling faster and wider access to electronic medical records, such as medical images. Thus, medical images are exposed to security risk such as tampering of images to include false data which may lead to wrong diagnosis and treatment.
Design and evaluation parameters serve as a guideline in watermarking schemes development and benchmarking. Parameters of an ideal watermarking scheme should be invisible, robust, non-blindness, high embedding capacity and reversible, but in reality, a compromise between different parameters has to be made depending on an application framework. The higher the strength of the watermark signal, the more it is robust and/or of higher capacity albeit perceptibility is compromised.
Digital watermarking has classified into into four categories, namely, Robust, Fragile, Semi-fragile and Reversible. Reversible watermarking has been more widely implemented because of the clinical need which requires original medical images to be studied during diagnosis. A review of reversible watermarking with tamper localization and recovery capability has been done in this paper. Tamper localization and recovery capability in watermarking is crucial to maintain the integrity of medical images since any distortion of medical image is not to be tolerated for diagnosis purposes. It has been found out that there has been a number of works about integrity and authenticity of medical images, however, most of them deal only with single frame images so far and do not offer a satisfactory solution for multiframe modalities, like X-ray angiography (XA) or intravascular ultrasound (IVUS). Kobayashi (2009) and Dou, Poh and Guan (2012) have demonstrate the possibility of implementing watermarking in multiframe modalities.
However, watermarking for medical images is not practically well accepted yet. This reluctance is instigated from the incomplete justification of watermarking applicability for the strict requirements of medical images. To increase digital watermarking acceptance, it is crucial to develop a reversible watermarking with tamper localization and recovery capability in multiframes modalities, which is closer to real world environment.
In summary, developing reversible watermarking is promising for medical image application with taking no risk for sacrificing the diagnostic accuracy, although computational properties may incur additional complexity in different processing domains.
